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Campus Clusters Based on
Sun™ Cluster 3.0 Software

This article describes how to use Sun™ Cluster 3.0 software as part of a
comprehensive disaster recovery solution to ensure continuous service availability.
This article provides basic guidelines to consider when deploying a campus-cluster
solution and offers helpful tips for setting up sound administrative practices.

This article highlights key technologies involved in spreading a SunPlex™
environment (enabled by Sun Cluster 3.0 software) across a company campus or
distributed sites. It describes the processes that need to be incorporated by data
centers to leverage the capability of campus clusters.

This article is targeted at IT architects and technical staff who want to understand,
evaluate, and address single-site level disaster recovery for their data centers.
This article contains the following topics:
“Introduction” on page 2
= “Technology Options for Disaster Recovery Solutions” on page 5
= “Quick Checklist for Deployments” on page 7
= “Campus Cluster Maximum Distances” on page 10
= “Campus Cluster Topologies and Components” on page 12
= “Campus Cluster Configurations” on page 18
= “Performance in a Campus Cluster Environment” on page 23
= “Management Aspects of Campus Clusters” on page 25
= “Glossary” on page 28
= “About the Author” on page 29
= “Related Resources” on page 29



Introduction

Disasters do not happen often, but when they do occur, they are likely to have a
significant impact on business in terms of lost revenue and service availability.
Ensuring business continuity requires that enterprises deploy a multifaceted
solution that includes several levels of disaster prevention and recovery technologies
and well-documented procedures.

As part of a comprehensive, flexible, and scalable disaster recovery solution, campus
clusters based on Sun Cluster 3.0 and newer versions can help protect service
availability. With the SunPlex environment, enterprises can deliver higher service
levels while helping to protect their critical business services from unavoidable
risks—from small interruptions, such as power failures, to major catastrophes such
as earthquakes and fires.

Yet technology alone does not address all aspects of continuous service availability.
While most enterprises deploy some type of disaster recovery technology to protect
against hardware failures or isolated incidents, protecting against a major catastrophe
requires a well-planned, comprehensive solution. To ensure the highest levels of
business continuity, enterprises must invest in three essential components—people,
processes, and products. A well-trained staff armed with thoroughly tested
procedures and a robust cluster infrastructure such as Sun Cluster 3.0 is the best
defense against detrimental service interruptions.

Cluster Evolution

The concept of clustering two or more redundant servers and related storage arrays
was originally introduced to ensure higher levels of availability in mission-critical or
compute-intensive environments. These original clusters were expensive to manage,
complex to administer, and difficult to extend as needs changed. Consequently, their
use was limited. As high-end servers became more affordable and more widely used
by enterprises of all types, clustering technology evolved to provide much greater

flexibility, scalability, and manageability with increasing levels of service availability.

Local clusters (for example, clusters where all of the nodes! and storage subsystems
are at the same site) play a major role in achieving business continuity by providing
a solid level of continuous service availability. In the early days of clustering
technology, share storage subsystems were usually attached using SCSI technology.
Due to technology limitations, the maximum distance between cluster nodes was
limited by the maximum cable length between a server, the shared storage, and the
other server, which could not exceed 50m.

1. Terminology note: Throughout this document, the term “node” describes the server or a single domain within
aserver that supports multiple domains. The term “server” is always used to describe the physical enclosure.
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While this configuration offers good protection against events such as node disk
crashes, it does not protect against events that could destroy or damage the facility
site.

With the advent of Fibre Channel technology, it became possible to replicate data
over much greater distances. Now, enterprises can deploy cluster nodes and storage
in different buildings or even at different sites without changing the software
infrastructure, applications, data, and storage subsystems, thus building extended
clusters.

Cluster Limitations

One drawback of long wires between nodes or storage is increased latency, which
can decrease performance dramatically. When latency increases because of longer
distances (for example, across a country), other types of data replication (for
example, asynchronous mirroring) and other types of high availability or disaster
recovery solutions (for example, a cluster of clusters) needed to be developed to
solve these problems.

Although extended clusters offer significant protection against disasters, they are not
a complete disaster recovery solution. A cluster that has only one logical copy of data
is still vulnerable against inconsistencies that might be introduced by faulty software
or hardware, even if that data is mirrored. Common user errors such as erroneously
deleting database tables may cause a major disaster. In those cases, tape backup or
some other up-to-date copy of data is invaluable for recovery.

Even cluster software can fail, especially in the case of a major disaster affecting the
cluster infrastructure. For example, a campus cluster where all the nodes are located
within a few kilometers may be subject to a major earthquake, knocking out utilities
or otherwise affecting its operation. To protect against this possibility, most

enterprises deploy a multifaceted solution to ensure continuous service availability.
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People, Processes, and Products

Campus clusters are one of the best examples where people, processes, and products
must work together for the solution to deliver its maximum benefits. The entire
integrated stack of products, from servers and storage subsystems to the operating
environment and clustering software, forms only the base of a highly available
campus cluster infrastructure. Well-trained, dedicated people must then administer
the infrastructure. Processes that cover all aspects of disaster prevention and
recovery must be in place. A well-prepared enterprise not only deploys a
comprehensive solution, it verifies its processes, trains its staff, and tests the
technologies regularly (at least annually). When personnel are trained, best practices
implemented, and sound technologies deployed, companies can deliver the high
levels of service continuity required to remain competitive in today’s economy.

SunPlex Environment

Built around the Sun Cluster 3.0 solution, the Solaris™ Operating Environment
(Solaris OE), and Sun™ server, storage, and network connectivity products, the
SunPlex environment helps increase business service levels while decreasing the
costs and risks of managing complex enterprise networks. Through the SunPlex
environment, devices, file systems, and networks can operate seamlessly across a
tightly coupled pool of resources, making it easy to deploy extended or campus
clusters without changing the underlying infrastructure or applications. A campus
cluster based on Sun Cluster 3.0 software is a cluster where nodes are separated by
distance in at least two sites.

Sun Cluster 3.0 software is designed to protect against single hardware or software
failures such as node crashes or service interruptions. For greater reliability and
performance, Sun Cluster 3.0 software is tightly integrated with the Solaris OE. This
integration speeds up error detection time and makes the whole software stack more
robust.

Depending on the failure, Sun Cluster 3.0 software either fails over the affected
services to another node in the cluster or tries to restart them. In either case, the
software’s highest priority is to maintain data integrity regardless of what happens.
This requirement drives the layout of the infrastructure and all of the algorithms in
the product. This requirement is the reason why in certain disaster scenarios it might
be necessary to initiate recovery procedures manually, in order not to jeopardize
data integrity.

Standard monitoring agents are available for many best-of-breed databases and ERP
applications. Agents for other services can be developed and deployed using either
sophisticated APIs or easy-to-use utilities such as the SunPlex Agent Builder tool.
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The Sun Cluster 3.0 software framework and associated algorithms do not change
when deployed in a campus cluster. Service availability with data integrity is the
primary goal. Depending on the actual requirements, the Sun Cluster 3.0 solution
can form an excellent base for a disaster recovery solution, especially when
combined with additional technologies, trained personnel, and well-developed
management processes.

Technology Options for Disaster
Recovery Solutions

Campus cluster solutions can form the base for comprehensive disaster recovery
solutions that include any one or a combination of the following technologies:

= Backup and recovery — Backup scripts and management software automatically
generate copies of data regularly, which are then archived safely on site or at a
remote location.

= Outsourced data services — Some enterprises choose to use an outside vendor to

provide a replica of a production data center that can be installed quickly in case

of a disaster.

= Database replication — Databases may be configured to replicate data to a remote
server over an IP network. In case of a failure, a manual procedure would put the

remote database into production.

= Log shipping - Included in most modern database products, this technology uses

the logs produced by the database to “recover” a standby database at a remote

site. The remote database is in a standby state, and the logs are applied to it either
immediately or after a time gap to prevent logical errors from migrating into the

remote database. Logs are usually sent via an IP network, but could also be
replicated synchronously using other technologies.

= Data replication over networks using Sun StorEdge™ Availability Suite and Sun

StorEdge™ Instant Image — Sun StorEdge Availability Suite replicates arbitrary

storage volumes to remote sites over IP networks, while the Sun StorEdge Instant

Image product allows a point-in-time copy or snapshot to be used. The
combination of these two products can be used to replicate a snapshot of a
database to a remote site.

= Data replication (mirroring) using Fibre Channel (FC) — High-end storage

products offer the capability to replicate data to a remote storage subsystem of the

same type using direct connections without affecting the servers attached to the
storage. This replication usually copies data blocks to a remote site. Typical
examples of this type of product are EMC SRDF and Hitachi Data Systems
TrueCopy.

Technology Options for Disaster Recovery Solutions
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Each of these options is adequate for certain situations, but most enterprises choose
a combination of several technologies to deploy a complete disaster recovery
solution. Each option must be evaluated on how well it meets an enterprise’s
requirements, its short-term (deployment) and long-term (management) costs, and
the level of protection it provides. TABLE 1 compares some of the capabilities of these

options.

TABLE 1 Comparison of Disaster Recovery Technologies

Technology Independent Clustered Automatic Recovery Maximum

Data Recovery Time Distance

Remote Backup and  Yes No No High Network

Restore

Log Shipping Yes No, but No, but Medium Network

possible possible

Sun StorEdge No No No Medium Network

Availability Suite/

Sun StorEdge

Instant Image

Storage-Based No No No Medium Storage

Replication Interconne
ct or
Network

Database Yes No No Medium Network

Replication

Campus Clusters No Yes Yes Fast 10 km @

Remote Backup and  Yes No No High Network

Restore

1.Distance negatively affects performance.
2.Campus Clusters using wave division multiplexers (WDMs) support longer distances.

One of the main differences between each of these options is the mechanism used to
replicate data. Having two or more copies of data in sync at any time is an
advantage for fast, automated failover. However, this approach carries a risk: any
defect that exists in the data is mirrored to the other copy, making both copies
corrupted or useless. In this case, having a independent copy of data, such as with
backup and restore, is essential.

A common alternative is to send logical data packets, such as database logs, to the
remote site and apply them to the database after time has elapsed. This approach
makes it possible to detect errors—logical, administrative errors as well as hardware
related inconsistencies—and prevent them from being applied to the remote copy.
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Instead of sending database logs via an IP network, database files can be replicated
using Sun StorEdge Availability Suite, either working directly on live data or on a
snapshot that could be made using Sun StorEdge Instant Image technology.

Regardless of which combination of options an enterprise may choose, the
technologies must be supported by rational processes implemented through careful
planning and training.

Quick Checklist for Deployments

Sun Cluster 3.0 software is a scalable, flexible solution that can be deployed with
equal benefit to small local clusters and larger extended clusters. Before deploying a
campus cluster solution, however, consider your enterprise’s requirements,
resources, and risks. The following checklist provides an overview of factors to
consider when determining which level of solution is best for an enterprise.

General Questions

What do you want to protect against?

Certain kinds of failures are more probable than others. For example, if the data
center is close to a river, flooding may be a likely risk. The potential risk might
impose restrictions on the solution. For example, to protect against site outages due
to a major earthquake, a remote site may need to be established 500 kilometers away.

If the planned second site is in another geography, other solutions may have to be
applied. If the desired result is total protection against all disasters, a campus cluster
may not be adequate.

How much revenue per hour or market credibility could your enterprise lose if your
mission-critical services were not available?

Quick Checklist for Deployments 7
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Understanding the financial impacts of a disaster on business operations helps
define an adequate solution. Consider at least three factors:

= The cost of a disaster recovery solution

= The cost and impact of a disaster, including recovery times, potential data loss,
lost revenue, and loss of reputation and credibility in the market

= The probability that disaster will occur

If the potential loss is less than the cost to protect against that loss, a disaster
recovery solution does not make sense. Unfortunately, history has shown that
enterprises without good disaster recovery solutions suffer far more setbacks than
businesses with plans. Campus clusters generally provide for very cost-effective
protection against the more probable disaster scenarios, such as the loss of a whole
site due to fire or other natural disasters.

Do you understand that a campus cluster does not address all aspects of
a disaster recovery solution?

A campus cluster provides the appropriate infrastructure against many types of
disasters, however, it does not offer complete protection against all disasters. In
addition, it must be accompanied by other mechanisms to help ensure business
continuity, for example, to recover from a total loss of data. Finally, a product alone
is not enough; a solution needs the right people and processes in place to make it
complete.

Infrastructure Questions

Are you prepared to accept performance degradation because of prolonged
distances?

Even traveling at the speed of light through a fiber takes time, and the time it takes
for data to travel 10 kilometers is 1000 times longer than it takes to go 10 meters.
Even the latency introduced by the long wires is only a small part of the overall
latency. The additional components involved, such as transceivers, switches, and
multiplexers, add to the latency.
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Does your data center infrastructure provide two or more sites?

Quorum devices help the cluster decide which nodes may form a new cluster in case
of any failure. Thus, the availability of the quorum device is key in a disaster
situation. In the case of the very common two-site infrastructure, the quorum device
has to be placed at one of the two sites, making the loss of that data center more
catastrophic than the loss of the other. In a three-site infrastructure, the quorum
device is at the third site, so that the loss of one site would not affect the majority of
guorum votes. For more information, refer to “Campus Cluster Topologies and
Components” on page 12.

Does your infrastructure provide for independent Fibre Channel and
network lines to span the distance between the data centers?

To prevent interference from other components on the same network or storage
connections, independent lines or multiplexers should be available. Refer to
“Campus Cluster Configurations” on page 18 for more information.

Does your infrastructure provide for a single IP subnet across the two (or
three) sites?

To maintain accessibility to high availability services, clusters failover IP addresses.
To configure the same IP addresses on network interface cards (NICs) and networks
in different sites, it is necessary to have a single IP subnet across the two or three
sites. Refer to “Campus Cluster Configurations” on page 18 for more information.
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People and Processes

Is your staff well-trained and willing to undergo continuing training and
exercising?

Having well-trained and experienced administrative staff is one of the key factors for
achieving high availability. Periodically testing, at least annually, the disaster
prevention and recovery processes is essential for training personnel to minimize
service interruptions and restore normal operations.

Are there already processes in place that deal with recovery procedures for
disasters?

Defining and establishing new processes to be used during disasters is a major task.
If similar procedures are already in place, adapting them to the new infrastructure
and new products is less effort. Administrative staff who are familiar with the
processes understand and incorporate changes faster.

10

Campus Cluster Maximum Distances

A campus cluster based on Sun Cluster 3.0 software is a cluster where nodes are
separated by distance in at least two sites. Conventional wiring (copper or multimode
fiber) technology used in data centers does not span the distance needed for the cluster
and storage interconnects. In many cases, use of third-party fiber networks and
WDMs may be necessary to bridge the required distances of a geographically
dispersed cluster.

TABLE 2 summarizes the maximum distances for storage and network interconnects

based on the IEEE 802.3 standards and product specifications. By using special third-
party hardware, such as transceivers and single-mode fibers, these distances can be

further extended. Transceivers are used in SunPlex technology-based campus
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clusters to convert to and from fiber, both multimode and single mode. Maximum
distances should be checked against product specifications for each specific
deployment.

TABLE 2 Maximum Distances for Interconnects

Interconnect Type Maximum Distance

Storage Interconnect

SWGBIC (1Gb) 500m
SWGBIC (2Gb) 150m/300m @
LWGBIC (1Gb/2Gb) 10000m @
Cluster Interconnect Gigabit Ethernet 1000BASE-X

SWGBIC (1000BASE-SX) 220m/550m ©
LWGBIC (1000BASE-LX) 5000m 4

Cluster Interconnect Fast Ethernet BASE-X  (5)

100BASE-TX (twisted pair) 100m ©
100BASE-FX (half duplex, multimode fiber) 412m @)
100BASE-FX (full duplex, multimode fiber) 2000m (®)

Storage Interconnect 500m

1.With 62.5nm/50.0ym multimode fiber.
2.Same distance with both versions.
3.With 62.51m/50.0ym multimode fiber (IEEE 802.3 2000 38.3).

4.With 9.0nm single-mode fiber (IEEE 802.3 200038.4) Most Gigabit Ethernet adapters today use short wave
Gigabit Interface Converter Modules (GBICs) (1000BASE-SX). This maximum distance can be extended using
transceivers or media converters.

5.IEEE did not set a distance limitation on 100BASE-FX over single-mode fiber solutions. Hardware vendors offer
transceivers that can achieve more than 10 km using single-mode fiber.

6.IEEE 802.3 2000 29.1.1
7.1EEE 802.3 2000 29.1.1
8.IEEE 802.3 2000 29.4

Campus Cluster Maximum Distances 11



Campus Cluster Topologies and
Components

There are many considerations involved when planning a campus cluster topology,
such as:

= Number of cluster nodes

= Type of interconnects

= Type of servers and storage interconnects
= Distance

= Availability of a third site

Although the vast majority of clusters deployed today are two-node clusters, a more
robust campus cluster consists of four nodes, two at each site, and two-way, host-
based mirrors across sites. To protect against local storage failures, controller-based
RAID (such as RAID-5) is used within the storage arrays.

Multipathing solutions protect against failures of the storage paths and make it very
unlikely that data needs to be completely resynchronized under normal
circumstances. This configuration helps ensure that in most failures, failover would
only take place within the same site. This configuration would not cause any
additional overhead for the administrative staff to move to another data center. It
maintains full redundancy in case of a total site loss.

Some financial decision makers may question the expense involved in deploying
more than a two-node campus cluster. However, using Solaris Resource Manager
software, corporations can allocate some resources to nonclustered services on the
remote systems, making use of otherwise idle resources while still reserving
resources for failover in case of a disaster.
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Quorum Devices in Campus Clusters

During cluster membership changes (for example, those caused by node outages),
Sun Cluster 3.0 software uses a quorum mechanism to decide which nodes of the
cluster are supposed to form the new cluster. Only a group of nodes with the
majority of quorum votes may form a new cluster. This quorum mechanism helps
ensure data integrity even in cases where cluster nodes cannot talk to each other
because of broken interconnects. All other nodes not having majority are either shut
down or prevented from accessing the data disks by means of reservation
mechanisms in the storage layer (SCSI-2 and SCSI-3 persistent group reservations).
Thus, only the nodes of a cluster with quorum have physical access to data.

Nodes and disks have quorum votes. By default, nodes have one vote. Dedicated
guorum disks have as many votes as the sum of the nodes’ votes attached to it, minus
one. For example, dual-ported quorum disks have one vote, a four-node attached
guorum disk has three votes. Because there must be a mechanism to break the tie in
a two-node cluster, this configuration requires a quorum device. Sun Cluster 3.0
software enforces the configuration of a quorum device in these cases.

Quorum rules are not only valid for normal clusters, but for campus clusters as well.
Because campus clusters are designed to protect against total site failures, it is
important to understand the function of the quorum device in two- and three-site
configurations.

For example, consider a typical two-site campus cluster setup. For the sake of
simplicity, the quorum device (QD) is represented as a separate disk, which is not a
requirement. It could be a disk in the data storage.

As shown in FIGURE 1, the quorum device (QD) is configured in site A. If site A fails
completely, two out of three votes would be unavailable, leaving the node in site B
with only one vote. The node in site B could not gain quorum and thus would shut
down, leaving the whole cluster—even with a surviving node and a good copy of
data in a local mirror—useless. When an operational node cannot communicate with
its peer, it has no way of telling whether the communication paths or the peer itself
are down. This situation is known as split brain. Shutting down node B in this
scenario makes sense because it is unclear what has happened to A. If A is still alive,
this action prevents data corruption. If it is down, the administrator has to decide
how to proceed.

Without the quorum mechanism, each site could think it was the only survivor, then
form a new cluster and start HA services. If both sites access the same data
simultaneously, there is a high probability that they might cause data corruption.

Campus Cluster Topologies and Components 13
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Site A Site B

Server A Server B

Storage and
quorum device

Storage

\ J \ J

FIGURE1  Two-Site Campus Cluster Configuration

In a configuration where one site is production and the other is either idle or
running nonproduction work, the recommended practice is to configure the quorum
device in the production site. If the remote site fails, the production site has enough
votes to continue without interruption. If the production site fails, the problem cannot
be overcome automatically with a two-site topology.

In this case, two options exist. Either an administrator must initiate a manual
procedure to recover the quorum, or implement a third site for the quorum. Both
methods are supported with Sun Cluster 3.0 software.

FIGURE 2 illustrates a three-site configuration. The quorum device is in a separate
third site, C. In all scenarios where only one site is affected by a disaster, two remain
in operation and provide one quorum vote each, so that the needed quorum of two
votes is gained by the two surviving sites, that then form a new cluster. Therefore, a
three-site configuration is highly recommended for enterprises that require fully
automatic failover, even in case of a disaster affecting one site.
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Site A Site B

Server A Server B
Storage Storage
A / A .
Site C

ey

FIGURE2  Three-Site Campus Cluster Configuration

As previously noted, enterprises may choose to use a manual procedure to recover
from a loss of quorum. In this situation, the node that lost quorum is unavailable
and cannot boot into cluster mode. This situation makes it necessary to change the
guorum device definition in the cluster configuration repository (CCR) of the other
node in the surviving site to an available quorum device, then to reboot this node
into cluster mode.

Caution — Experience has shown that this technique is very error prone and
requires highly skilled personnel to implement correctly. This option should be
considered only if the cause of loss of quorum is a total loss of a site and no system
in that site is accessing any data.

A final possibility is to use a third server in the third location to serve as the
guorum. This node would then serve as the third vote in a three-site configuration.

Campus Cluster Topologies and Components 15



Cluster Interconnect Hardware Configurations

Typical NICs can only be used with either copper or multimode fiber cables.
However, the maximum distance can be extended by converting the media to single-
mode fiber.

Transceivers for Fast Ethernet adapters plug into the RJ-45 or the MII port of the NIC
and convert to single-mode fiber cables that can then span more than 15 km (in this
combination). This type of transceiver has been qualified for campus clusters based on
Sun Cluster 2.2 software.

Similar converters exist for Gigabit Ethernet to convert from multimode fiber to
single-mode fiber. Using single-mode fiber, the maximum distance can be extended
at least to 5 km. However, because the public network is not part of the cluster, it is
up to the administrator to extend the network appropriately.

Data and Volume Manager Configuration

Mirroring data across sites helps to ensure that a copy of data survives any disaster.
For campus clusters, host-based mirroring using a volume manager is
recommended. However, special care should be taken when configuring Solaris™
Volume Manager (formerly Solstice DiskSuite™) software as the volume manager,
especially when distributing replicas. (Refer to the Sun product documentation for
details.)

Newer releases of volume managers tend to be equipped with more intelligence
regarding placement policies for mirrors. Therefore, it is even more important to
have control over this placement process. It is highly recommended to use the
appropriate controls provided by the volume managers to spread mirrors across
sites.

The prolonged distance between sites may introduce latency problems in accessing
data. Volume managers offer a property called “preferred plex,” which directs read
requests to the preferred local plex, thus avoiding the overhead of going to the
remote storage.
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Storage Configurations

Since the advent of Fibre Channel, extending the distance between servers and
storage devices is no longer a problem. However, limitations in the maximum
distance exist that may limit the usefulness of this technology in certain scenarios.
Campus clusters using Sun Cluster 3.0 software today support the following:

= Upgrades from Sun Cluster 2.2 software campus cluster configurations using Sun
Enterprise™ servers, Fibre Channel host bus adapters (code named SOC+) and
Fibre Channel arbitrated loop (FC-AL), long wave GBICs (LWGBICS), and Sun
StorEdge A5x00 storage systems

= Storage configurations using cascaded Fibre Channel switches with LWGBICs

Wave Division Multiplexers

In many areas, single-mode fiber is too costly or not available in sufficient quantities.
A typical campus cluster configuration requires two wires for the storage, two for
the cluster interconnect, and at least one for the public network. Additionally, many
configurations have another network for backup purposes and one for
administration that is connected to the terminal concentrator and other console
ports. In total, a single campus cluster might need seven single-mode fiber
connections.

WDMs use certain properties of the fiber to multiplex several streams onto a single
fiber. Using WDMs over distances longer than 10 km has been successfully tested.
This approach enables enterprises to deploy campus clusters in most geographic
locations.

Campus Cluster Topologies and Components 17



Campus Cluster Configurations

Cluster configurations are determined by the technology used to access the remote
storage.

Sun Enterprise Servers and Sun StorEdge A5x00
Systems

Sun Enterprise servers (3500 to 10000 series) traditionally use SOC+ to attach to
storage subsystems. These adapters use GBICs to convert signals to and from fiber to
other media. The default is to use short wave GBICs with multimode fiber that can
span a distance up to 500m using 50.0-p fiber. The GBICs in these specific host bus
adaptors (HBASs) can be replaced by long-wave GBICs that—using 9-p single-mode
fiber—can span a distance of up to 10 km. The same is true for the GBICs in the Sun
StorEdge A5x00 subsystems. Using this technique, nodes and storage can be
separated by a distance of up to 10 km without additional FC-switches.

Configurations using these technologies are in production today in many campus
clusters around the world, based on Sun Cluster 2.2 software.

FIGURE 3 represents a typical campus cluster with Sun Enterprise servers and Sun
StorEdge A5x00 systems in a three-site configuration.
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Three-Site Configuration With Sun Enterprise Servers and Sun StorEdge

Fibre Channel Switch-Based Configurations

The newer, fabric-capable Fibre Channel HBAs used by Sun volume servers and the

new generation of Sun Fire™ servers do not allow for the replacement of the on-

board short wave GBICs. Instead, the long distance is achieved by introducing Fiber
Channel switches into the configuration. Sun’s switches allow for the replacement of

the GBICs to long-wave GBICs, so that one can connect two switches via a single-

mode fiber over a distance up to 10 km. FIGURE 4 shows a typical configuration.

Campus Cluster Configurations
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FIGURE4  Two-Site Campus Cluster With T3WGs

This topology introduces two storage area networks (SANs). Data is mirrored across
SANs. Additional storage may be attached to the FC switches. In that case, special
care must be taken when choosing the mirror disks in the remote site. Mirrors must be
on different SANs in different sites to avoid introducing single point of failure.

The configuration rules must be adhered to regarding firmware revisions, port
configurations, topologies, and special restrictions for cascaded switches. Refer to
the web site sun.com/storage/san for more details.

Sun Enterprise Servers With FC Switches

A new SBus Fibre Channel card opens up the possibility for the Sun Enterprise
servers to be part of a full fabric. This adapter enables enterprises to connect such a
server with this HBA to a Fibre Channel switch that is used to span the distance in a
campus cluster configuration.

Campus Clusters Using Wave Division Multiplexers

WDMs allow for multiplexing several storage and network interconnects over a
single fiber. This approach eliminates the need to have more than two fibers between
the sites. However, to prevent a single point of failure, two WDMs are needed at
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each site. This requirement adds significantly to the initial infrastructure cost, but
saves money later due to the limited number of fibers needed to connect sites (other
clusters or standalone systems can share the same WDM-based infrastructure).

FIGURE 5 depicts a campus cluster infrastructure built at two sites using WDMs.

Site B

Single-mode fiber

Multimode fiber

FIGURE5  Two-Site Configuration Using WDMs
Other Configuration Considerations

IP Addresses and Subnets

High-availability services are generally reached through a unique IP address that is
known through a name service to all of the clients. If one site in a campus cluster
fails, this IP address must be failed over to another site. Therefore, all nodes in a
cluster must be attached to the same public net (for example, the same IP subnet).
This restriction is true for a campus cluster. To resolve this issue, all cluster nodes must
be in the same broadcast domain.

Campus Cluster Configurations 21



22

Remote Access to All Consoles

It is a preferred practice to be able to access the console of any cluster node via the
network (for example, using a terminal concentrator). In contrast to Sun Cluster 2.2
software, terminal concentrators are not mandatory in a Sun Cluster 3.0
infrastructure, due to a different failure fencing mechanism.

In case of failures in the production network and in the cluster interconnects, the
only way to detect the status of the cluster nodes is either through the management
network (if it is still operable) or through accessing the console ports using the
terminal concentrator. Having a terminal concentrator at each physical location
eliminates the need to inspect the physical systems or attach a terminal or laptop to
the console port. If both of these methods fail, manual inspection is the only way to
come to a final conclusion about what happened.

Communication Channels Between Sites

In a disaster situation, communication is critical. Planning for reliable
communications is an important part of developing an overall campus cluster
solution. Optional technologies include:

= Email - If the email system shares the data center infrastructure, it may not be
available or reliable in a disaster.

= Telephones — Power supplies and phone lines may be coupled with the other
parts of the infrastructure that has been damaged or destroyed.

= Cellular Phones — Although mobile phones are helpful for local disasters, they
may be unreliable in larger disasters due to unreachable networks, limited range,
and dependency on a complex infrastructure that may have been affected by the
disaster.

= \oice Radio — Many security staffs have voice radios. Similar systems may be
implemented for emergency communications.

Network Considerations for Client Access

Client access to a production system is often as vital as the production system itself.
Additional “networking” connections such as ISDN or fax lines may be critical for
normal business operations. Enterprises need to take care of client connectivity to the
alternate remote site when designing their campus cluster configurations.
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Performance in a Campus Cluster
Environment

Data services running in a campus cluster environment may encounter performance
degradation due to the latencies imposed by the distance between the nodes and the
storage subsystems. Over long distances, the pure signal traveling time increases by a
significant factor when compared with short distances. For example, a laser beam
travels through a fiber optic cable at 0.2km/us. Thus, a 40 km round trip adds a
latency of 200 ps or 0.2 ps to all remote disk 1/0 operations and network
transmissions between the sites. Network equipment may add to the latency.

Basic Performance Considerations

Because data must be mirrored to the remote site, some latency is unavoidable. The
Sun Cluster 3.0 campus cluster environment requires the use of a volume manager
product (such as Solaris Volume Manager software) for host-based remote data
mirroring. The synchronous mirroring process introduces some latency. For example, a
write operation is only complete if the write operations to all mirrors are completed.
Fortunately, read operations are not affected if the preferred plex property is
employed. This property can be used to direct the volume manager to a local plex
for read operations.

Traffic routed over the cluster interconnect is affected by the distance of the nodes in
the cluster infrastructure. This traffic includes intracluster traffic, network packets for
scalable services, global file service (GFS) operations including data and replication
information, and possibly user application traffic.

The GFS—also called the cluster file system (CFS)—uses the concept of a single
primary server node for a CFS. Nodes that are not the primary server access the CFS
through the cluster interconnect. Most applications today do not make heavy
concurrent use of the CFS. A recommended practice for campus cluster
environments is to ensure that the primary server node of a CFS runs on the same
node as the application that uses that CFS. A special resource type available in Sun
Cluster 3.0 software called HAStoragePlus can be used to help ensure colocation of
the storage and services using that storage. HAStoragePlus has a special resource
property called AffinityOn that, if set to “True,” provides exactly this functionality.

The failover file service (FFS through the HAStoragePlus resource type) may be
deployed if there is no data requirement with CFS.
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Heartbeats that use the cluster interconnect typically have time outs that are
magnitudes higher than the latency even over a long distance. Due to the complexity
of networks over long distances and the latencies introduced by additional
hardware, the probability of a failure is much higher than in a local environment, so
monitoring software must be configured accordingly.

Oracle Parallel Server and Oracle9i RAC

Enterprise environments increasingly deploy parallel databases to achieve greater
scalability and service availability levels. In campus cluster environments, many
companies may deploy the Oracle Parallel Server and Oracle9i Real Application
Clusters (RAC) technologies. If the performance of an OPS/RAC configuration is
latency bound on the interconnect or the storage, the longer distance between sites in a
campus cluster most likely impacts the database performance negatively.

Performance Recommendations

The following recommendations help reduce possible performance impacts of wide-
area campus clusters:

= Use the “preferred plex” property of a volume manager to achieve good read
performance.

= Use the HAStoragePlus resource type to configure the colocation of application
and storage (using the AffinityOn resource property) or to configure failover
filesystems if the information does not need to be accessed globally.

= Do intensive performance testing, especially for peak application usage levels, to
ensure that unexpected performance degradation does not adversely affect the
production environment.
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Management Aspects of Campus
Clusters

Processes

Well-defined processes play a vital role in ensuring timely disaster recovery with
minimal data loss. Disasters by nature cannot be predicted, making it absolutely
critical to establish tested procedures for recovery. Staff training and expertise, with
clear lines of communication and decision-making, are essential. The procedures
must be reviewed and audited regularly and updated or refined as necessary.
Changes in technology, organizational structure, and other fundamentals must be
accommodated as soon as possible. Finally, when a disaster occurs, a post-recovery
analysis helps determine what went well, what went wrong, and what needs to be
improved.

Administrator Skills

Because clusters are expected to provide very high service levels, most enterprises assign
dedicated, specialized staff to administer cluster configurations. Intensive training in
Sun Cluster software and other technologies, with detailed procedural run books,
are required to help specialized administrators maintain the cluster environment at
the highest possible service level. In addition to training and defined processes, the
administrative staff needs to exercise some measure of creativity and flexibility to cope
with the unexpected and unprecedented complexities of a disaster.

Administrators should have excellent skills in understanding the basic concepts of
clustering, especially of the algorithms the cluster uses to decide which nodes are part
of a new cluster and which are not. It is equally important to understand how
mirroring in a remote environment works, and how it is possible to reconfigure
complex storage and volume manager configurations. Most importantly,
administrators must be able to apply investigative inquisitiveness in complex error
scenarios to rapidly determine the impact of a disaster and take appropriate actions.
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Monitoring and Stabilizing the Campus Cluster

Management infrastructure tools such as Sun™ Management Center 3.0 software can
be used to help monitor the health of the campus cluster. Used either as a standalone
solution or linked into the enterprise management framework, management tools
enable administrators to quickly detect potential problems with individual nodes or
interconnects.

In the event of a failure, administrators need to act quickly to determine the
scenario. Any of the following failures may interrupt service availability:

= One site is totally unavailable

= Network connections, including the cluster interconnect between sites, are
broken, but storage connections are still available

= Storage connections are broken, but network connections are up
= Network and storage connections are both unavailable

If the cluster or a new cluster is still operational, stabilizing the cluster mainly
requires reconfiguring nodes and storage. Refer to the Sun Cluster 3.0 product
documentation for specific reconfiguration procedures.

If a new cluster cannot be formed, (for example, due to loss of quorum),
administrators must intervene. Care must be taken to avoid jeopardizing data
integrity during manual procedures where cluster mechanisms might temporarily be
disabled. Manually stabilizing the cluster prevents the formation of more than one
cluster when nodes return to operation. Disabling power and removing all network
and storage connections from a failed node are possible mechanisms for stabilizing a
cluster. If the failed node is accessible, its cluster configuration should be changed so
that the node does not try to rejoin the cluster automatically upon reboot.

Changing the Quorum Device

If a cluster cannot form a new cluster, manual intervention is necessary. Manual
intervention may temporarily remove the quorum and failure fencing mechanisms of
Sun Cluster 3.0. software. Therefore, it is essential to prevent more than one cluster
from running at the same time. Otherwise, more than one node could access the
shared data and cause data corruption.

In the case of a slowly approaching disaster, proactive measures should be applied,
if possible. Administrators should be thoroughly trained in procedures for
evacuating high-availability services and configuration information from the
production site. If the quorum device is in the affected site, the administrator’s first
priority is to change the quorum device to one in the unaffected site. This task can be
done using the SunPlex Manager tool, the scconf command at the command-line
interface, or the scsetup menu interface.
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Because the quorum reconfiguration must occur quickly, it is advisable to prepare a
run book and special scripts for this situation. When deploying the reconfiguration
procedure, administrators must choose a device that is positively in the unaffected
cluster site or data center. Note that in a two-node cluster, the last quorum cannot be
deleted. Administrators need first to add a second quorum, then delete the old one.

Furthermore, this procedure works only if the cluster has quorum. If the quorum
and the other node are lost, then certified personnel must change the internal cluster
configuration database and define a new quorum device.

Reconfiguring the Volume Manager

If access to storage in all sites (for example, all mirrors) is still available, no special
procedures are necessary to protect data integrity. However, if an administrator
determines that storage at the remote site is lost and must be replaced as part of the
recovery, it is advisable to detach the mirrors located on these storage devices and
remove the disks from the volume manager configuration. It is important to remove
failed nodes from the cluster configuration.

Back to Normal Operations

Once the cluster is stabilized and data services are again available, the real recovery
process can start. If there is no redundancy in the surviving data center, it is essential
to decide how to establish this redundancy, especially on the data level, as soon as
possible. This task can be achieved either by re-establishing a site or by adding
storage and cluster nodes to the remaining site. Ideally, the steps required to re-
establish redundancy are included in the preparatory process and documented in a
run book.
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Glossary

CCR
CFS
DWDM
FCAL
GBIC
GFS
HBA
LWGBIC
Mil
NIC
OPS
PGR
RAC
SAN
SCI
SRDF
VLAN
WDM

Cluster configuration repository

Cluster file system

Dense wave division multiplexer

Fibre Channel arbitrated loop

Gigabit Interface Converter Module

Global file service

Host bus adapter

Long wave GBIC

Media Independent Interface

Network interface card

Oracle Parallel Server (before Oracle9i RAC)
Persistent group reservation

Real application cluster (Oracle9i version of OPS)
Storage area network

Scalable coherent interface

Symmetrix remote data facility

Virtual local area network

Wave division multiplexer
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